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Introduction 
 
For over 10 years, the medical industry has been relying on electronic prescribing (“e-prescribing”) to increase patient 

safety by reducing errors and adverse drug events (ADEs) caused by illegible hand writing, drug-to-drug and allergy 

interactions, incorrect dosing, and duplicate therapy. With the recent institution of Federal legislation aimed at 

reforming the health care system such as the Medicare Improvement for Patients and Providers Act (MIPAA), Physician 

Quality Reporting System (PQRS) and the ARRA Health Information Technology for Economic and Clinical Health 

(HITECH) Act or “Meaningful Use”, the adoption of e-prescribing technology has grown from 6% of physicians in 2007 to 

65% in 2012 [1]. Despite these impressive gains, the practice of Dental Medicine in its various forms has not yet 

embraced e-prescribing, partially due to barriers such as misconceptions related to effectiveness—given the relative 

infrequency of prescription volume and a relatively small set of frequently utilized medications, concerns regarding the 

cost of these solutions, an absence of e-prescribing functionality within many Electronic Dental Records (EDR) and the 

lack of mandates from relevant governing bodies. 

 In addition to the lack of functionality, EDRs rarely provide consistently coded medication lists. Many of these EDRs use 

“free text” fields which result in unstructured prescribing information related to drug, dose, form, route, frequency and 

strength. This inconsistent use of so-called “sig information” makes identification of drug-to-drug interaction alerts, 

drug tracking, and medication reconciliation impossible, and also prevents the information from being shared in a re-

useable manner with other dentists when making referrals. Furthermore, it prevents dental practices from participating 

in emerging state sanctioned Prescription Management Programs (PMPs) that are aimed at identifying drug-seeking 

behavior and tracking controlled substance prescribing to eliminate abuses that are otherwise hard to detect. The 

medical industry has long realized the importance of having an integrated, coordinated approach to management of 

patient information. Correctly coded medication lists are necessary in order to avert patient safety issues such as 

treatment errors and drug interactions that could place the patient in jeopardy.  

E-prescribing systems offer the physician vital medication history and patient background information that otherwise 

might not be consistently or rigorously applied to the prescribing process. E-prescribing facilitates efficient practice 

workflow while removing the need to rely solely on patient provided information and makes it possible to pool 

resources from across the healthcare spectrum to avoid controlled-substance abuse and identify drug seeking 

behavior, making the investigation of such cases easier and more direct. Nearly every other medical specialty has 

incorporated aspects of a higher level of electronic coordination of care, from e-prescribing to accessing patient 

medication history, referrals, secure transfer of records, and other diagnostic and evaluative measures, leading to 

positive patient outcomes and a more complete medical record. The practice of Oral Medicine plays a central role in a 

patient’s overall health. Therefore, it is vital that dentists are made aware of the importance and benefits of e-

prescribing to ensure patient safety.  
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Patient Health and Safety  
 
Utilizing an e-prescribing system increases patient health and safety is a number of ways. The most obvious way is by 

eliminating illegible handwriting and thus increasing clarity of communication to the pharmacist and avoiding 

misinterpretation of the prescription and sig instructions. Electronic submission of prescriptions also eliminates the 

potential of errors made by the pharmacist while entering the script into the pharmacy system. During patient 

encounters with e-prescribing in place, dentists have immediate access to a full history of medications already 

prescribed to their patients, affording them a clear understanding of all medications in the patients’ possession, 

regardless of which provider prescribed them, and requiring no additional communication between physicians. In 

addition, by enforcing standard content and formatting rules, e-prescribing ensures that relevant dosing guidelines and 

thresholds are checked and enables the system to check the medication history for adverse drug events related to drug-

drug, and drug-allergy interactions, as well as any other therapy alerts or inconsistencies. In short, although dentists 

may not prescribe a wide variety of medications, any inconsistency or unforeseen interaction within the medication list 

of a dental patient may result in a patient safety condition that could have been avoided if that physician had been 

using certified e-prescribing software.  

In a recent white paper, the ADA recommended some core e-prescribing capabilities, including searchable medication 

lists, directions to patients, prescriber signature, refill quantity, dispense-as-written or substitution allowable, 

comments to pharmacists, drug-drug interactions, and name and address of both patient and prescriber [2]. These 

requirements form an excellent starting point and are vital to setting a preliminary standard of practice. Ideally, 

however, e-prescribing could also allow a dentist to immediately identify preferred drugs within the formulary of a 

patient’s insurance payer, thereby reducing the cost of therapy to the patient and making patient compliance more 

easily assured.  

Prevention and Investigation of Prescription Drug (and Controlled Substance) Abuse  
 
When e-prescribing is used, a running history of medications prescribed is kept both centrally, provided by the e-

prescribing gateway (e.g., DrFirst and Surescripts), and locally, provided by the e-prescribing software and its own 

internal recordkeeping controls, often integrated within an Electronic Health Record system (EHR). This makes 

monitoring of prescriptions straightforward and comprehensive. Currently, there is no standardized or automated 

mechanism within the Dental community to check verity, delivery, or history of prescriptions, let alone prescriptions for 

controlled substances. In the event that a complaint was filed today, the Division of Drug Control would have to 

separately request each pharmacy to provide a report, with no automated assistance or way to trace a prescription to 

its source or intended recipient, except through manual compilation. However, central controls and surveillance 

databases are already available and easily leveraged through existing e-prescribing solutions in the marketplace. As 

local and state governments adopt individual Prescription Monitoring Programs (PMPs), incentives may be made 

available by the PMP sponsor to facilitate integration between e-prescribing systems and the PMP, and also to support 

the adoption of e-prescribing in general. These systems merge data from all sources, making the result available from 
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within the e-prescribing product related to controlled substances written for a given patient, and providing key 

information related to a patient’s medication history, prescription fill patterns and dosages in hand. This data is 

correlated to treatment or other clinically relevant event(s), thereby providing the fullest possible data set that can be 

mined from a patient, pharmacy, or provider perspective. This eliminates the need for manually-intensive investigation 

techniques and creates opportunities for directly effective surveillance, which could flag suspect patient or provider 

behaviors. The technology in use here is neither new nor particularly complicated. With the exception of state-oriented 

PMP programs, medication reconciliation has been in place and in use by other medical specialties and within hospitals 

for years.  

 

Security, Standardization and HIPAA 
 
The Health Insurance Portability and Accountability Act (HIPAA) was instituted in order to protect the personal health 

information held by covered entities, including doctors, dentists, pharmacies and health insurance companies. A HIPAA 

violation can cost an individual or entity millions of dollars in fines and can even land those responsible in prison. [3] 

Utilization of paper-based prescriptions within the Dental community makes assurances of HIPAA compliance, security, 

privacy and traceability difficult at best; paper can be misplaced, stolen, or otherwise misdirected, as the chart 

indicates. [4]. At present, most dentist-to-dentist transmissions of patient referral, radiography, history, or other PHI 

(protected health information) utilize either unrestrictive, non-HIPAA compliant devices (e.g., fax machines, paper 

charts) or open e-mail systems. The exceptions to this general rule appear to exist only in states where e-prescribing 

and electronic record keeping is mandated or supervised. HIPAA requires all dentists to use the "best available" 

measures, and clearly there are “closed” 

and highly secure systems available that 

set a higher standard than what is 

currently in use. Such secure systems 

utilize strong identity-proofing and access 

control standards, alongside encryption 

and other data protection features, which 

prevent unauthorized access or 

unmanaged distribution of shared data. 

The chart below illustrates the major 

causes of HIPAA violation. Physical loss, 

theft, and unauthorized distribution, all 

inherent risks of the transmission methods 

in use within many dental practices today, 

rank as the most common types of HIPAA 

violations prosecuted recently. Secure 
Figure 1 – Hippa Violations 

U.S. Department of Health and Human Services Resource  
Source: SoftwareAdvice.com 
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communication applications used alongside (or preferably built into) an e-prescribing system can avoid these risks 

immediately and easily with no additional effort required by the dentist.  

Medication Adherence  
 
E-prescribing addresses patient medication adherence in various ways. Convenience is one factor associated with 

adherence, and patients are more likely to pick up and use prescriptions if the process for getting them filled becomes 

easier. Without e-prescribing, patients are required to handle the written prescription, which is less convenient than if 

that prescription were electronically delivered and waiting at the pharmacy for pickup. The process of renewing a 

prescription is also expedited, since the need for multiple phone calls between patient, provider, and pharmacy is 

eliminated and replaced by a more straightforward electronic link between pharmacy and provider. In more 

sophisticated e-prescribing systems, the workflow used by a provider at the time of prescribing includes a set of 

additional compliance and adherence tools geared to make the patient more apt to fill and consume the prescription. 

This is accomplished with focused savings offers (e.g., coupons and savings programs) made available to the provider 

and patient after the therapy is chosen and by alerting the provider to the patient’s rate of adherence directly and 

graphically. By giving the provider a clear picture of the patient’s actual behavior, it becomes possible for the provider 

to engage that patient in a more meaningful and impactful manner. The Figure below shows an example of how this 

information is displayed within the DrFirst e-prescribing system, using our Patient Advisor component. As you can see, 

the physician can identify not just what has been prescribed, but also the patient’s compliance with the dosing regimen, 

in case there are gaps in patient compliance that can be addressed by the provider during his/her encounter with the 

patient.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Figure 2 – An example of compliance data within an e-prescribing system 
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Improved Communication and Workflow  
 
Providers who use e-prescribing can include notes in the e-prescription record itself. These notes may follow the 

prescription to the pharmacist, potentially even printing on the label for patient use. More importantly, the information 

in that prescription is re-usable, and can be set as a recurring “favorite” for the provider, should it be needed again. In 

this way, information about a patient can follow that patient from visit to visit, without requiring the provider to note it 

in the chart manually. Information about a commonly prescribed medicine can be stored within the e-prescribing 

software so that future prescriptions take less time to create. E-prescribing, especially within advanced systems such as 

those offered by DrFirst, also offers opportunities to share patient details easily and securely. Patient referrals can be 

sent and received between physicians with very little effort and with a comprehensive record set attached, making each 

provider more confident of the data quality and more apt to include the transferred details within their own record 

keeping system, even if it is not itself electronically based.  

Improved Decision Support  
 
Health care professionals who implement e-prescribing have access to clinical alerts and patient specific information at 

the time of prescribing. This information would not necessarily be available, and would certainly not be as conveniently 

integrated into their day-to-day work process unless they were using an e-prescribing system. The finest e-prescribing 

systems implement sophisticated drug databases such as FirstDataBank that assure only active medications are 

prescribed, and in dosing amounts/regimens established in the pharmacopeia based on clinical guidelines. Drug 

interaction and dose range checking is standard and integrated with medication history and other available patient 

condition data in order to provide the most detailed decision support at the time of prescribing. Related drugs and 

generic forms are also considered and alerts guiding the dentist are made available at the time the prescription is 

written.  

Better Coordination of Care  
 
Without e-prescribing, dentists and other oral health providers are not integrated with health care providers already 

using these services, resulting in a decreased coordination of care. For example, DrFirst integrates key communication 

components within its e-prescribing suite to enable secure and direct collaboration between physicians treating a 

patient, while also providing an integrated view of a patient’s compliance to concurrently prescribed medication. By 

making the dental provider aware of the entire set of conditions present with a patient, the dentist becomes 

empowered to act as a member of a coordinated care team, avoiding possible treatment errors and possibly avoiding 

missed or incorrect communication with the patient. The lack of compelling standards in many states that apply to the 

dental community is at least partially to blame for the fact that dental providers are lagging other medical specialties in 

adoption of currently available e-prescribing and HIT solutions. In contrast, in 2008, the Minnesota Legislature enacted 

an e-prescribing mandate in order to improve quality outcomes and efficiency in health care [5]:  
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“Effective January 1, 2011, all providers, group purchasers, prescribers, and dispensers must establish, maintain, 

and use an electronic prescription drug program. This program must comply with the applicable standards in this 

section for transmitting, directly or through an intermediary, prescriptions and prescription-related information 

using electronic media” (Minnesota Statutes, section 62J.497).  

 

The 2011 Minnesota e-prescribing mandate applies to licensed health care practitioners, including doctors of medicine, 

osteopathy, dental surgery, dental medicine, podiatry, optometry, advanced practice nurses, and physician assistants. 

As a result, during 2011, Minnesota had the highest rate of e-prescribing use in the nation during 2011, according to a 

report by Surescripts in July, 2012:  

“The data indicates that state and federal initiatives to increase the adoption and use of e-prescribing by 

healthcare providers as a means to improve quality, efficiency and help lower costs are significant drivers in e-

prescribing growth. -Prescribers in Minnesota routed 61 percent of prescriptions electronically last year. The state 

jumped from 11th place to the lead spot between 2010 and 2011, overtaking Massachusetts, which had held the 

top ranking for five years, the e-prescribing network provider said in a July 31 announcement.” 

[GovermentHealthIT July, 2012]  

The presence of a mandate created the impetus for application of the technology and access to incentives devised to 

supplement costs of adopting the technology. It also created an invigorating effect by setting a standard of practice that 

would affect all providers within the state equally and which set the stage for consistency of practice and patient care 

regardless of specialty. Physicians adopted the technology at an unprecedented rate, encouraged by both a strong 

guideline and a financial incentive (e.g., MIPPA and MU incentives). The effort was also championed by governance 

bodies within each specialty. Based on this successful example, the responsibility clearly lies with individual state 

Dental Boards to lead the dental community in states where e-prescribing is not mandated to take immediate action to 

consider establishing e-prescribing as a de facto best practice and accelerate the adoption of e-prescribing technology 

and practices. Dentists and related specialty providers tend to prescribe less often than other specialties and 

subsequently may receive less direct financial benefit themselves, although the benefit to their patients and in all other 

respects would remain high enough to compel action. The solutions adopted should have at least the following 

characteristics:  

1. E-prescribing Capabilities  
 
The proposed systems must have a capability for providers to leverage medication history, patient condition, 

and allergy information in the process of creating a structured, standardized prescription to be electronically 

routed to a pharmacy. Alerts related to dosing, form, strength, formulary, and interactions must be included 

alongside the ability to route the prescription and verify its fulfillment. The physician, regardless of specialty, 

must be able to see all active medications for a patient and to identify potential drug seeking behaviors. 
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Ideally, the solution should be integrated with state-based prescription monitoring programs (PMPs) for 

controlled substance histories. Access to the systems must be verified and controlled, so prescriptions can 

only be created by the physician or duly authorized proxy, removing the potential liability caused by poorly 

protected prescription pads or other sub-optimal prescription processes that are not secure or protected.  

2. Controlled Substance Provisions  
 
Given the nature of prescribing in dentistry, in order to be immediately useful, an e-prescribing solution must 

meet the rigors required by the DEA for electronic prescription of controlled substances (EPCS). Controlled 

substances comprise a majority of the prescriptions written by dentists. Incorporating EPCS within the e-

prescribing workflow is necessary so that physicians have one system for all prescriptions, simplifying 

adoption.  EPCS requires additional controls and processes, and the standards enforced for e-prescribing 

must include full compliance with the relevant EPCS components. These must include:  

• Durable identity proofing and strong identity management components to prove, irrefutably that 

the prescription is originating from a physician who has been specifically granted access and 

authority to do so;  

• Validation of prescription content based on the rules of the board of pharmacy in that state;  

• Validation of pharmacy authority to receive such controlled substance prescriptions electronically;  

• Integration with PMP participating state databases to alert prescribers to overdosing and drug 

seeking patient behavior;  

• Strong compliance controls to avoid printing and electronic transmission of the same prescription 

(to avoid duplicated fills of the same prescription) ;  

• Elimination of special papers to be used in printing; and,  

• Full audit trails of all system activity.  

3. Integrated Messaging Functions 
 
In order to achieve maximum utilization and effectiveness for all dental professionals immediately, the 

solutions and standards adopted must transcend simple prescribing, and extend to include messaging 

functions that enable the provider to send secure, HIPPA compliant messages to any other provider with an 

Internet connection and browser (minimally). Information sharing between providers is a crucial component 

of coordinated care and the provision of an easy-to-use interface, that is part of the normal practice workflow 

and which enables basic information retrieval and storage is a large part of that challenge. Using these 

features, providers can send text, documents, x-rays, pictures, videos, and other data as attachments to 
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secure messages, thereby eliminating the need to use other less secure, more expensive and slower options. 

One opportunity created by this practice standard may be to standardize referrals, embedding private patient 

data (so-called protected health information or PHI) without any loss of privacy or traceability. These systems 

should utilize existing messaging standards, and may also be accessed on a number of devices at the 

physician’s discretion (e.g., mobile device, computer, etc.). By removing fax and ordinary email, incorporating 

a patient chart, and maintaining strict security and privacy controls, the provider is given tools necessary to 

avoid HIPAA compliance issues while maximizing his ability to collaborate with colleagues to assure and 

maintain patient care  

Cost of Adoption and Incentive Programs  
 
A large number of low cost options exist and there is a need to educate practices and governing bodies about their 

existence. Alternatively, dentists are eligible to participate in Meaningful Use. The ARRA has created financial incentives 

for Eligible Providers (EPs) who adopt and correctly implement EHR technology; these incentives are provided through 

the Centers for Medicare and Medicaid Services (CMS) Medicare and Medicaid EHR Incentive programs. Though dental 

providers are officially recognized as EPs under both the Medicare and Medicaid EHR "Meaningful Use" programs, 

Medicare does not cover routine dental care or most dental procedures; therefore, Medicare incentives are essentially 

not applicable to general dental providers.  

Any dentist whose patient volume is at least 30% Medicaid is eligible to receive the Medicaid Meaningful Use incentive. 

Dentists meeting this qualifier would then need to adopt, implement or upgrade to ONC-ATCB CCHIT certified 

technology. Certified EHR technology means the EHR must have been certified by an ONC authorized certification body. 

At present, there is no certification standard for EDRs (Electronic Dental Records) [7]. Therefore, to meet the Stage 1 and 

2 requirements, dental providers pursuing Meaningful Use must either use certified EHR technology in conjunction with 

their EDR, or utilize a modular EHR system such as DrFirst Rcopia-MU. Vendors like DrFirst have also begun to partner 

with dental EHRs to incorporate best of breed functionality into their solutions, such as the Exan Group (axiUm) and 

DentiMax.  

The American Dental Association (ADA) estimates that the number of dental practices with a threshold of 30% Medicaid 

participation is approximately 12,000, and that these dentists may qualify for up to $67,350 over the course of the 6-year 

Medicaid EHR Incentive program.  

Conclusion  
 
It appears evident that there is an immediate need to evaluate and consider e-prescribing solutions within the practice 

of dentistry and related disciplines and practice specialties. Patient safety issues, practice efficiencies and regulatory 

compliance are all affected by the currently low state of adoption in this area and may be immediately improved with 

the application of simple, available solutions that have existed in the marketplace for well over ten years. Given the low 
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cost of many of these options, and the overall benefit they provide, it appears that one effective means of 

implementation may be to create guidelines and incentives at the state level, as was successfully accomplished in 

Minnesota in 2011. Dentists should look to their governing bodies for support and guidance in this endeavor; those 

governing bodies, in turn, can depend on the support of the existing e-prescribing industry.  
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